CS 350S: Privacy-Preserving Systems

Private Information Retrieval Il
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Recap: two-server PIR scheme
Write database as \/E X \/E matrix

0
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Communication: 0(\/5)




Recap: additively homomorphic encryption

Encryption scheme that supports:
- Adding ciphertexts: Enci(x) + Enci(y) = Enci(x + y)

- Multiplication by a constant (by extension): ¢ - Enci(x) = Enci(c - x)



Recap: single-server PIR scheme

Write database as \/E X \/% matrix




Recap: single-server PIR scheme

Write database as \/E X \/% matrix




Recap: single-server PIR scheme

Ean(O)
1. Enc,(1)
Ean(O)

Enc,(0) Write database as \/E X \/% matrix




Recap: single-server PIR scheme

Ean(O)
1. Enci(1)
Enc,(0) Write database as \/E X \/% matrix
— N
A X| Xy X3 X4 Enc(0) Ency(x)
.XS x6 x7 x8 X Ean(l) — Ean(x6)
.X9 xlO xll xlz Ean(O) Ean(xlo)

x13 .X14 x15 x16 Ean(O) Ean(x14)



Recap: single-server PIR scheme
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Recap: single-server PIR scheme

Ean(O)
1. Enc,(1)
Ean(O)

Enc,(0) Write database as \/E X \/E matrix

= Query: 10
< -
2.
Ency(x,) —
3. Enck(x6) X1 Ay X3 Xy Enc,(0) Ean(xz)
Enci(x;o) 5 X A7 A8y Enci(1) | _ | Encilxe)
Enci(x;4) A9 A0 A A2 Enci(0) Enc(x;p)

x13 x14 x15 x16 Ean(O) Ean(x14)



Outline

1. SimplePIR
2. Tiptoe

3. Student presentation: Compass
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|_earning with errors assumption

[Regev09]

Parameterized by n, m, g and error distribution y

? °

where A € 7", s € Z,e € ¥, and r € Z is a random vector

Choosing error distribution: balance between utility and security
-y Is uniform distribution: secure but not usetul

- ¥ always outputs O: useful but not secure
- Standard setting: y is discrete Gaussian distribution restricted to some output range




Regev encryption

[RegevO9]

Parameterized by n, m, ciphertext modulus g, plaintext modulus p, and error distribution y

“ncrypt message H . —|— 1 @ lg/p]
\)
Y

m & 7pwith

— \d.C
secret key § ( ’ )

LWE assumption

Y



Regev encryption

[RegevO9]

Parameterized by n, m, g, plaintext modulus p, and error distribution y

“ncrypt message H . I—|— 4 @ lg/p]
\)
Y

m € /7 with
P = (a,c)
secret key §

Decrypt ciphertext

(a, ¢) with secret Round ¢ — a’ - s to the nearest multiple of |g/p]
key § 1
Succeeds as long as error is “small”, i.e., < 5 lg/p]

Feature: additively homomorphic — Enci(m,) + Enci(m,) = Ency(m; + m,)



Recall: single-server PIR scheme

Ean(O)
1. Ean(l)
Ean(O) /\
Query: 10 Enc,(0) Write database as \/E X \/E matrix
- - -
< -
2.
Ency(x,) -
3. Enci(x) AL A2 A3 Ay Enci(0) Enci(x,)
Enci(x;o) 5 X A7 A8y Enci(1) | _ | Encilxe)
Enci(x;4) X9 A0 A A2 Enci(0) Enc(x;p)

x13 x14 x15 x16 Ean(O) Ean(x14)



Regev encryption

Random  Message
matrix  dependent

——— —A

0 A

1408 1

Message Is a vector of values



Processing a PIR query

Random Message
matrix dependent
I_A_\ I_L\

Dx ||o — Dx | A D X




SimplePIR

[Henzinger, Hong, Corrigan-Giblbs, Meiklejohn, Vakuntanathan]

Random Message
matrix dependent
—— —
0
DX ||o — Dx | A D X
0
[
Preprocess Compute at

query time



SimplePIR

—
D D % A o Database D

Preprocessing:
Download hint

Database D

Online: D ~
make query ‘ \ \/ Can re-use hint .to
D % make many queries
High-throughput queries
23
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3. Student presentation: Compass
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Web-search queries reveal your sensitive data

Health ballet knee problem

Finances job opportunities in west palm beach
Religion african american churches in norfolk va
Citizenship application forms us citizen

Relationships  domestic violence laws in new york city

https://trec.nist.gov/data/million.query@7.html



Today: Send query to search engine

“knee problem”

hopkinsmedicine.org/
health/knee -pain



Today: Send query to search engine

Attacker

\lo\’(.\ee
N " GO g,€ oy (data breach)
nee problem”
i @ — 3 SketchyCo

DuckDUCKGO (resale)
. \
Ads

hopkinsmedicine.org/
health/knee -pain



Goal: Search without revealing the query

“knee problem”

o=

At el b P L. . B
X oS 5 o -
waertl . v \ } "’“."‘.'“"'.

Fele il 1 0 Tv ! e
‘ p . A . ‘."‘ . - -.‘"‘.“ :&)"

B -
(0 2 e ' - ~e - o
g a n : 4 3y N P

. '4,-¥
- .

Private
search

service

hopkinsmedicine.org/
health/knee-pain



Goal: Search without revealing the query

“knee problem” a Attacker
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Goal: Search without revealing the query

“knee problem” o o Attacker
e £ 1" (data breach)
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Limitations: - does not hide subsequent HTTP(S) requests
does not hide when the client makes searches
does not guarantee correct search results



Challenges

1. Search algorithms are not “crypto friendly”
* Crypto: Boolean circuits
* Search: Random access to terabytes of data ®

2. Computing on encrypted data is expensive
* Orders of magnitude worse than computation on plaintext

3. I'he web Is large



Tiptoe: A private web-search engine

[Henzinger, Dauterman, Corrigan-Gibbs, Zeldovich]

+ Server learns no information about client’s query
unlike DuckDuckGo, Google over Tor, ...

+ Searches 364 million web pages with 2.7 seconds of latency

+ Supports image search; extensible to code, audio, video

— Search quality cannot compete with non-private search

Slides made with co-authors



Architecture

Enc(f(query)) Ranking service .
é/ = = = = = = = =
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URL service

Enc(doc=92)
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T1ptoe: Design i1deas

1. Reduce private text search to private nearest-neighbor search
Key tool: Semantic embeddings [Osgood57, .. ]

2. Reduce private nearest-neighbor search to private matrix multiplication
Key tool: Clustering to reduce communication to \ﬁ\f (from \/Xf)

3. Use a (new) fast scheme for private matrix multiplication
Key tool: Fast linearly homomorphic encryption [HHCMV'22]




1. Reduce private text search to private nearest-neighbor search
using semantic embeddings 0sgoods7, ..., MCCD13, BOLT19. .

Embedding space Documents
(e.qg., vectors of 256 floats)

“knee problem”

When doc 1 and doc 2 related, ™~ ¥ §
inner/dot product (vy, v,) is large &/



Why embeddings are useful

* Reduce a messy problem (text search)
to a clean one (nearest-neighbor search)

* Can improve/optimize embeddings independently of crypto

* [here are open embeddings for
text, code, Images, videos, audio...

* [he embedding has no effect on privacy




[1ptoe: Design 1deas

ﬁeduce private text search to private nearest-neighbor search
Key tool: Semantic embeddings [Osgood57, .. ]

2. Reduce private nearest-neighbor search to private matrix multiplication
Key tool: Clustering to reduce communication to \/N (from ﬁf)

3. Use a (new) fast scheme for private matrix multiplication
Key tool: Fast linearly homomorphic encryption [HHCMV'22]




2. Reduce nearest-neighbor search to private matrix multiplication
Preprocessing batch job




2. Reduce nearest-neighbor search to private matrix multiplication
Preprocessing batch job

Cluster

centroids
(20 MB)




2. Reduce nearest-neighbor search to private matrix multiplication
At guery time: Identity “best” cluster

Cluster

centroids
(20 MB)

® + d ;
/A\++++ a




2. Reduce nearest-neighbor search to private matrix multiplication
At query time: Fetch scores for docs In “best” cluster

cluster 2| 4
® 0 \
X The q here is itself a vector,

pbut just think of It as an Int



2. Reduce nearest-neighbor search to private matrix multiplication
At query time: Fetch scores for docs In “best” cluster

Best match:
cluster




2. Reduce nearest-neighbor search to private matrix multiplication
At query time: Fetch scores for docs In “best” cluster

With C clusters and

] Server
length- L. embeddings, ’ o A g
Upload: O(C - L) byt & & E

o OC- Libyes |5l - #ES

With N total documents, 2
Download: O(N/C) bytes 4 ‘ ‘@‘

3
Balancing upload & download, 72 0 |}
Total comm.: O(y/ NL bytes —




[1ptoe: Design 1deas

ﬁeduce private text search to private nearest-neighbor search
Key tool: Semantic embeddings [Osgood57, .. ]

Reduce private nearest-neighbor search to private matrix multiplication
Key tool: Clustering to reduce communication to \ﬁ\f (from \/Xf)

3. Use a (new) fast scheme for private matrix multiplication
Key tool: Fast linearly homomorphic encryption [HHCMV'22]




SimplePIR

/\
D D X A o Database D

Preprocessing:
Download hint

Database D

Online:
make query \/
D X
Can re-use hint to
make many queries

47




Avold storing the hint at the client

|dea; outsource the hint to the server

Most of the decryption algorithm just requires linear operations

- Can perform under encryption at the server



[1ptoe: Design 1deas

(F%educe private text search to private nearest-neighbor search
Key tool: Semantic embeddings [Osgood57, .. ]

Wduce private nearest-neighbor search to private matrix multiplication
Key tool: Clustering to reduce communication to \ﬁ\f (from \/X/)

wge a (new) fast scheme for private matrix multiplication
Key tool: Fast linearly homomorphic encryption [HHCMV'22]




Architecture recap

Ranking service

Batch job -

Embeds documents

Clusters embeddings

Computes the

encryption-scheme “hint”
for both services i i i j




Architecture recap

“knee problem”
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Strengths and weaknesses of Tiptoe from the evaluation

Strengths

—valuates on real we
common crawl) and
LAION-400M)

bpages (364M from
images (400M from

Similar MRR@100 score to Coeus, but
much better performance

Costs orders of magnitude lower than
client-side index or Coeus

Clustering makes it possible
communication to scale sub

:Or

iInearly with

the number of documents with a
comparatively small drop in search quality

Images

nfrastructure is compatible with text and

VWeaknesses

Search quality worse than that of state-of-
the-art plaintext search algorithms

Querying more clusters could help improve
search quality, but would substantially
INnCrease costs

—valuation over hundreds of millions of
documents, but web is much larger (shows
analytical scaling to tens of billions of
documents)

Compute costs scale linearly with number
of documents

Requires client to store state (embedding
function + cluster centroids)




Architecture recap

=

Client download

+++ * Embedding function 270 MB
++  (luster centroids 20 MB




Implementation

0,500 lines of code (Go and Python)
+ our external private information retrieval library (SimplePIR, 2300 lines)

Search quality:  MS Marco doc-rank “dev” dataset, 3.2M pages

Text search: Cleaned common crawl, 364M pages
msmarco-distilbert-base-tas-b embedding

Image search:  LAION-400M data set, 400M images
CLIP embedding (prepackaged)



Implementation

Ranking service
40« four-core machines

-

I ol
I/
I/
I/
Il o}/
I}/
il |/
/
~

@ 100 Mbps / " . | TR
I <ﬂ, URL service .o+ Indexing batch job
4x four-core machines GPU cluster
)

Perceived lat : “LELIELIE
AN[CEE:

o J




Tiptoe Is cheaper than state-of-the-art private search

Coeus (SOSP 21) Tiptoe Gain
Docs searched 5 million 364 million /2 X
Client storage - 0.3 GIB _ oo X
Server compute 2,580 core-s 0.4 core-s 0,450 X
Communication 10 MiB 0.15 MiB 66

AWS cost <1UScent <0.0008 UScent 1,250 X
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Tiptoe Is cheaper than state-of-the-art private search

Coeus (SOSP 21) Tiptoe Gain
Docs searched | A 364 \ 72 %
Client storage Semantic embeddings are 100 x smaller| 5
S than a bag-of-words representation.
erver compute 5 580 04 ?6,450 9
. Tiptoe’s high-throughput crypto tools
Communication are over 10 x faster than prior work. 66 x
AWS cost Clustering lets Tiptoe’s communication
. . . 1,250 X
scale sub-linearly with the corpus size.




Tiptoe’s search executes in seconds

Text search lmage search
Docs searched 364 million 400 million
System config 208 vCPUs 384 vCPUs

End-to-end latency 2.1 S 3.9 S

On the Common crawl + LAION 400M data sets



Tiptoe’s search executes in seconds

Text search lmage search

Docs searched 364 million 400 million
System config 208 vCPUs 384 vCPUs
End-to-end latency 2.1 S 3.9 S

{ ahead of time 42 MIB 50 MiB
Comm. | | |

at query time 15 MIB 21 MiB

Client preprocessing 34 s 35 s

Server compute 145 core-s 339 core-s

On the Common crawl + LAION 400M data sets



Tiptoe’s search executes in seconds

Text search Image search

Docs searched 364 million 400 million
System config 208 vCPUs 384 vCPUs
End-to-end latency 2.7 S 3.5 S

{ ahead of time 42 \VIiB 50 MiB
Comm. | | .

at query time 15 MIB 21 MiB

Client preprocessing 34 s 35 s

Server compute 145 core-s 339 core-s
?Extremely parallelizable, DRAM-bandwidth bound
sets y

On the Common crawl! + LAION 400M data



Tiptoe’s search executes in seconds

Text search Image search

Docs searched 364 million 400 million
System config 208 vCPUs 384 vCPUs
End-to-end latency 2.7 S 3.5 S

ahead of time 42 MiB 50 MIB ~ ,
Comm. . . - Off of the

at query time 15 MIB 21 MiB "

_ _ critical path

Client preprocessing 34 s 35s £ ’

Server compute 145 core-s 339 core-s
ﬁExtremely parallelizable, DRAM-bandwidth bound
sets y

On the Common crawl! + LAION 400M data



Preprocessing

Run on heterogeneous GPU cluster + 80-core machine

Text Image
3064M docs 400M docs
Embeddings Q2 corehours 583 corehours
Bulld clusters 927 1493
Dim. reduqtlpn + 310 590
cluster resizing
Crypto preproc. 50 120

Total time ().013 coresec/doc 0).022 coresec/doc



Search quality Is “tolerable” s macro benchmark

ColBERT

& 0.4 ————— Best result ends up
= o ranked 2 of 100
S S
3, — 0.3

®
S
§ ~ 0.2
3° Best result ends up

ranked 10 of 100
0.0

As embeddings improve, Tiptoe search quality will improve.



Examples: lext search

how long before eagles get the meaning of haploid cell
feathers

Britannica = Browse © - | Subscribe

Home Latest Photos
All folders Scott Maez

haploid phase

: Table of Contents

by Lyn Arnold

haploid phase

biology

Eagle banding Ottawa Refuge < share

6-4-09 LEARN ABOUT THIS TOPIC in these articles:
algae

In algae: Reproduction and life histories

] ...of chromosomes and is called haploid, whereas in the
e 2 F%  second stage each cell has two sets of chromosomes and is
called diploid. When one haploid gamete fuses with another haploid gamete
during fertilization, the resulting combination, with two sets of chromosomes, is

called a zygote. Either immediately or at some...

READ MORE

Exact string search is not as good...



ExXamples: Image searcn

close up of a zebra standing
pl1zza Ssi1tting on on top of a lush

top of a plate green field

a 8

shutterstock - 729088339

brown bear
standing 1n
front of a tree




Apple’s Enhanced Visual Search

- Apple’s Enhanced Visual Search lets TP |
USers see |f their phOtOS COﬂtaiﬂ partiCU|ar -04 | 03 |.-o.3 ’|‘-0.5 +Qp7QSZh4tYN7PKwWA
o e . . Eval Function
andmarks - g s

- Uses design techniques drawn from & !

_|_, Homomorphic Global POI Database
| ptOe Eiffel Tower

: : S
- For their use case, the cost of scanning Paris

France

over every cluster is too high rrrrrr———— :
- Thelr solution: add differentially private

noise to hide the identity of the queried
cluster (can now query a sublinear
number of clusters)

Encryption

https://machinelearning.apple.com/research/homomorphic-encryption



Outline

1. SimplePIR
2. liptoe

3. Student presentation: Compass
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