CS 350S: Privacy-Preserving Systems

Multi-party computation I



Defining MPC

Trusted third-party — Spam Classifier

Trusted third-party is central
point of attack
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Defining MPC

(Informal) Any computation that can be performed with a trusted third party can
be securely computed without one!

ti-party

. — Spam Classifier
putation

No central point of attack!
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Defining MPC

Parties with inputs x, y, z that want to
jointly compute the function f(x, y, 2)

- Assume encrypted, authenticated
channels between parties

- Generalize to any number of parties

MPC to
compute
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Defining MPC

Parties with inputs x, y, z that want to
jointly compute the function f(x, y, 2)

- Assume encrypted, authenticated
channels between parties

- Generalize to any number of parties

Defends against attacker that
compromises a subset of the parties

- EXxact security properties depends on
MPC protocol

MPC to
compute
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Two adversary models in MPC

Semihonest: The corrupted parties follow the protocol specification. After the

orotocol completes, they look at the transcript and try to extract info about the
honest parties’ input.

Malicious: [he corrupted parties may arbitrarily deviate from the protocol

specification to learn extra info about the honest parties’ inputs or trick them into
producing the wrong output.



Defining seminonest security

Informally: Anything the adversary learns in an execution of the MPC, it could
also have learned If all the parties were interacting with a trusted third party

n 1deal world, attacker

ldeal world earns Real world
- Input of corrupted
party y
Trusted third- - Output of
party for computation

/ fx,y,2) \f(x .V, 2)




Defining sermhonest security

deal world ) N deal
functionality «— Simulator HQ
/ for f(x, y, 2)

Simulator only receives f(x, y, 2)

NS/ The adversary cannot tell whether
/NG itisin the real or ideal worlc

Real world
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Yao's garbled CIrCUItS [vaos?]

Multi-party computation for boolean circuits output

Starting point: evaluating 1 AND gate

Next: generalize to a function f
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Starting point: Garbled AND gate (vaos2

Want: privately compute an AND gate for both parties’ inputs (a, )

2 parties: Garbler and Evaluator with inputs (b, by)

a f aAp
0 0 0
0 1 0
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Starting point: Garbled AND gate

1. For each of (a, /), the garbler samples a pair of keys (kg, k,}), (k,g, kflg)

a f aAp
0 0 0
0 1 0
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Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, k,}), (kp, ké)

2. The garbler generates ciphertexts for the truth table

a f aANp
0 0 0
0 1 0
1 0 0
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anp
cop = E(K), E(ky,0))
co; = E(k), E(k',0))
cio = E(k}, E(ky,0))

¢ = E(k}, E(ki,1))



Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, kg), (kY ké)
2. The garbler generates ciphertexts for the truth table

3. The garbler permutes ¢y, Cy1 ., €10, €11 @nd sends them to the evaluator

a f anp

Kok ¢y = EKY, E(KY,0))
K kL co = Elk), E(kg,0))
kKl kp ¢y = E(k}, E(k9,0))

ki ky o= E(k},E(kL,1)
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Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, kg), (kY ké)
The garbler generates ciphertexts for the truth table

The garbler permutes ¢y, Co1.» C109» €11 @nd sends them to the evaluator

> W N

The garbler sends the key for its own input bit kfo to the

a f aAp

K0 kY ¢y = EGL, E(kS,0))

evaluator

K kb co =BG, E(kp0))
k' kg ¢ = Ek}, E(kD,0))

ki ky o= E(k},E(kL,1)
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Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, k,}), (kp, kflg)

2. The garbler generates ciphertexts for the truth table
3. The garbler permutes ¢y, Cy1 ., €10, €11 @nd sends them to the evaluator
4. The garbler sends the key for its own input bit kfo to the
a f anp
evaluator
0 0 _ 0 0
5. The evaluator retrieves kll;l (and no other info) from the kp kg coo = Elkp, E(kg,0))
garbler using oblivious transfer K0 KL co = EKC, E(kL.0)

k' kg ¢ = Ek}, E(kD,0))

ki ky o= E(k},E(kL,1)
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Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, k,}), (kp, kflg)

2. The garbler generates ciphertexts for the truth table
3. The garbler permutes ¢y, Cy1 ., €10, €11 @nd sends them to the evaluator
4. The garbler sends the key for its own input bit kfo to the
a f anp
evaluator
0 0 _ 0 0
5. The evaluator retrieves kll;l (and no other info) from the kp kg coo = Elkp, E(kg,0))
garbler using oblivious transfer K0 KL co = EKC, E(kL.0)

6. The evaluator tries to decrypt each of ¢y, Co1> C10> C11-

Koo kg = E(k}, E(k3,0
Only 1 will decrypt to 0/1. L R Clo= E (kz,0))

ki ky o= E(k},E(kL,1)
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Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, k,}), (kp, kflg)

2. The garbler generates ciphertexts for the truth table
3. The garbler permutes ¢y, Cy1 ., €10, €11 @nd sends them to the evaluator
4. The garbler sends the key for its own input bit kfo to the
a f anp
evaluator
0 0 _ 0 0
5. The evaluator retrieves kll;l (and no other info) from the kp kg coo = Elkp, E(kg,0))
garbler using oblivious transfer K0 KL co = EKC, E(kL.0)

6. The evaluator tries to decrypt each of ¢y, Co1> C10> C11-
Only 1 will decrypt to O/1.

7. The evaluator sends the decrypted bit back to the k ke c19= E(k}, E(kp,1))
garbler.

k' kg ¢ = Ek}, E(kD,0))
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Starting point: Garbled AND gate

1.

> W N

For each of (a, f3), the garbler samples a pair of keys (k?, kg), (kY ké)
The garbler generates ciphertexts for the truth table

The garbler permutes ¢y, Co1.» C109» €11 @nd sends them to the evaluator

The garbler sends the key for its own input bit kfo to the Why does the garbler not
learn more than the output?
evaluator
0 0 _ 0 0
The evaluator retrieves kll;l (and no other info) from the kp kg coo = Elkp, E(kg,0))
garbler using oblivious transter K0 KL co = EKC, E(kL.0)

The evaluator tries to decrypt each of ¢y, Cp1> C105 C11-
Only 1 will decrypt to 0/1.

The evaluator sends the decrypted bit back to the k ke c19= E(k}, E(kp,1))
garbler.

k' kg ¢ = Ek}, E(kD,0))
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Starting point: Garbled AND gate

1.

> W N

For each of (a, f3), the garbler samples a pair of keys (k?, kg), (kY ké)
The garbler generates ciphertexts for the truth table

The garbler permutes ¢y, Co1.» C109» €11 @nd sends them to the evaluator

The garbler sends the key for its own input bit kfo to the Why does the garbler not
learn more than the output?

evaluator

. b, . Garbler only gets the

The evaluator retrieves kR (and no other info) from the oblivious transfer messages

garbler USiﬂg oblivious transter and the output from the

The evaluator tries to decrypt each of ¢y, Cp1> C105 C11- evaluator

Only 1 will decrypt to O/1. L " v I

The evaluator sends the decrypted bit back to the k ke c19= E(k}, E(kp,1))

garbler.
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Starting point: Garbled AND gate

1.

> W N

For each of (a, f3), the garbler samples a pair of keys (k?, kg), (kY ké)
The garbler generates ciphertexts for the truth table

The garbler permutes ¢y, Co1.» C109» €11 @nd sends them to the evaluator

The garbler sends the key for its own input bit kfo to the Why does the evaluator not
learn more than the output?
evaluator
0 0 _ 0 0
The evaluator retrieves kll;l (and no other info) from the kp kg coo = Elkp, E(kg,0))
garbler using oblivious transter K0 KL co = EKC, E(kL.0)

The evaluator tries to decrypt each of ¢y, Cp1> C105 C11-
Only 1 will decrypt to 0/1.

The evaluator sends the decrypted bit back to the k ke c19= E(k}, E(kp,1))
garbler.

k' kg ¢ = Ek}, E(kD,0))

21



Starting point: Garbled AND gate

1. For each of (a, f3), the garbler samples a pair of keys (k?, k,}), (kp, kflg)

2. The garbler generates ciphertexts for the truth table

3. The garbler permutes ¢y, Cy1 ., €19, €11 @nd sends them to the evaluator

4. The garbler sends the key for its own input bit kfo to the Why does the evaluator not
svaluator learn more than the output?

- Ciphertexts: private via
semantic security
_ kIIjO: randomly generated

5. The evaluator retrieves kll;l (and no other info) from the
garbler using oblivious transfer

6. The evaluator tries to decrypt each of ¢y, Cy15 C195 C11- <ey, evaluator does not
Only 1 will decrypt to 0/1. earn value of b,

7. The evaluator sends the decrypted bit back to the - Oblivious transfer
garbler. messages hide retrieved

value
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Yao's garbled circults

Now: extend the warm-up to a general 2PC protocol for arbitrary boolean circuits

Say that evaluator has x € {0,1}", garblerhas y € {0,1}", want to compute f(x, y)
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Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

24



Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv%, kvlv)

2. For each gate of t

associated with the output wi

Ne CIrcult, t

ne garbler generates 4 ciphertexts that encrypt the key

re for the truth table of the gate (can detect “correct” decryption”)

p anp a f anp
0 0 KO kY cp = EGO, E(k, K2)
10 Ko kL cor = Elky Elkg, koy))
0 0 k! kp  co=Ek!, Ek9, k2 )

1 ki kp ¢y = EKL E(kL kL))

25



Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2. For each gate of t

associated with the output wi

Ne CIrcult, t

ne garbler generates 4 ciphertexts that encrypt the key

re for the truth table of the gate (can detect “correct” decryption”)

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth

table (as before)

04

p anp a f anp
0 0 kg klg cop = E(K), E(ky, k2 1))
10 Ko kL cor = Elky Elkg, koy))
0 0 k! kp  co=Ek!, Ek9, k2 )

1 ki kp ¢y = EKL E(kL kL))
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Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt t

associated with the output wire for

ne key

he truth table of the gate (can detect “cor

rect” decryption”)

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth

table (as before)

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator
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Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth
table (as before)

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator

5. The garbler sends the keys for its input wires k', ..., k"
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Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2.

assoclated with tr

table (as before)

For each gate of the circuit, 1

ne gar

e output w

oler generates 4 ciphertexts that encrypt t
re for the truth table of the gate (can detect “cor

ne key

rect” decryption”)

-0or each gate connected to an output wire, the garbler encrypts 0/1 according to the truth

. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator

. The garbler sends the keys for its input wires k1, ..

. The evaluator fetches k£, ..., kzy;‘l using oblivious transfer

29
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Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth
table (as before)

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator

5. The garbler sends the keys for its input wires k', ..., k"

6. The evaluator fetches k1, ..., kzy;‘l using oblivious transfer

7. The evaluator has the key for each of the 2n input wires and evaluates the circuit with these
keys to get f(x, y)
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Yao's garbled circults

1.
2.

For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

-0or each gate connected to an output wire, the garbler encrypts 0/1 according to the truth
table (as before)

The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator

The garbler sends the keys for its input wires k', ..., k *

The evaluator fetches k', ..., kzy;‘l using oblivious transfer

he evaluator has the key for each of the 2n input wires and evaluates the circuit with these
keys to get f(x, y)

. The evaluator sends the output f(x, y) to the garbler
31



Yao's garbled circults

1.
2.

For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

-0or each gate connected to an output wire, the garbler encrypts 0/1 according to the truth
table (as before)

The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator

. The garbler sends the keys for its input wires k1, ..., k" Why is the protocol correct,

. g ' ?
The evaluator fetches k;', ..., k;" using oblivious transfer €., output f(x, )"

he evaluator has the key for each of the 2n input wires and evaluates the circuit with these
keys to get f(x, y)

. The evaluator sends the output f(x, y) to the garbler
32



Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth
table (as before) Why is the protocol correct, i.e.,

4. The garbler sends the ciphertexts for each gate (randomly pe output f(x, y)?

0 . X X,
5. The garbler sends the keys for its input wires k1 Lok

6. The evaluator fetches k;', ..., k;" using oblivious transfer gate.
- @Given the correct input keys, the
7. The evaluator has the key for each of the 2n input wires and evaluate gets correct shares of
keys to get f(x, V) 0/1 at the output gates
- ODblivious transfer ensures that

8. The evaluator sends the output f(x, y) to the garbler evaluator gets the right keys
33

- At each gate, evaluator gets the
key for the correct output of the



Yao's garbled circults

1.
2.

For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

-0or each gate connected to an output wire, the garbler encrypts 0/1 according to the truth
table (as before)

The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator

The garbler sends the keys for its input wires k1, ..., k" Why is the protocol private?

The evaluator fetches k', ..., kzy;‘l using oblivious transfer

he evaluator has the key for each of the 2n input wires and evaluates the circuit with these
keys to get f(x, y)

. The evaluator sends the output f(x, y) to the garbler
34



Yao's garbled circults

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (kv(‘),, kvlv)

2.

For each gate of t

Ne CIrcult, t

assoclated with tr

table (as before)

The evaluator fetches k', ..., kzy;‘l using oblivious transfer

keys to get f(x, y)

ne garbler generates 4 ciphertexts that encrypt the key

e output wi

re for

. The garbler sends the ciphertexts for each gate (randomly pe

. The garbler sends the keys for its input wires k1, ..., k"

he evaluator has the key for each of the 2n input wires and «

he truth table of the gate (can detect “correct” decryptio

-0or each gate connected to an output wire, the garbler encrypts 0/1 according to the truth

Why is the protocol private?

output

permuted ciphertexts, obl
transfer messages, and tr
output

. The evaluator sends the output f(x, y) to the garbler
35

- The evaluator only sees the

n”)

- The garbler only sees oblivious
transfer messages and the

IVIOUS
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MAGE motivation

Garbled circuit: Each bit corresponds to 4 ciphertexts

- Blowup In space

Homomorphic encryption: Ciphertexts require more storage than plaintext
values

Size of memory limits the types of computations that are practical to run
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MAGE key idea

[Kumar, Culler, Popal

Olbservation: memory access patterns of MPC programs are deterministic

- Data values are not visible, and so memory accesses are data-independent
(obliviousness)

Key idea: Obliviousness makes it possible to compute the set of memory

accesses In advance

- Can prefetch data ahead of time
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Traditional memory management vs. MAGE

Virtual memory
- Don’t know which memory address will be accessed next

- Page in memory from disk as needed

MAGE
- Know exactly which memory address will be accessed next
- Prefetch memory before it is needed

- Dramatically reduces overheads of virtual memory

39



MAGE design steps

Program

while (...) {

(memory
programming)

MAGE's Planner\

Memory Program
add 32,64, 96

lssue-swap-1in 6,8
add 108,120,152
finish-swap-1in 6

\/\

[ Input

MAGE's \\\

Memory Program
add 32,64, 96

l1ssue—-swap-1n 6,8
add 108,120,152
finish-swap-in 6

~—— - o~
(can be reused)

__—

Interpreter
(engine+protocol)/

40
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MAGE planner

Program Virtual Bytecode Annotations
T Placement T Reverse. ..
while (...) { add 160,192,224 | PasSylpage 1 next used |
ali]=bl1]+c[1] Execute DSL add 256,288,320 at Instr. 12
} c.. )\
ST —— / o ——— / o~
\_
~
Physical Bytecode
Memory Program Y y
?dd 32,04, 9(,5 . Scheduling add 32,64,96 Replacemen@
LosUemsSWapT i o, Add add 108,120,152 Belady's ¥
afjd. 108,120, ?52 Prefetching swap-in 6,8 Algorithm
finish-swap-1in 6
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MAGE evaluation

=
on

B Unbounded
[—1 MAGE 1 GiB
[N OS1GiB

o
698.1
593.3
7148

U
134.0
.//j'224.3
189.8

Time (Normalized
by Unbounded)

/ / /4435.4

Ty N o o Y © M

M < AR S ™ S m 9 0 < 5 o @ o3 3

o ™~ m M N o © — 4 3 0 N o O S Te ToRTe N
— —~ Y 1n mMm ™M m < o — \ —~ _‘

0 N . — rerl . A .
merge sort ljoin mvmul binfclayer rsum rstats rmvmul n_rmatmul t rmatmul
n=1048576 n = 1048576 n = 2048 n=38192 n=16384 n = 65536 n=16384 n =256 n=128 n=128

Garbled circuits FHE (CKKS)
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Privacy-preserving inventory matching at J.P. Morgan

[Polychroniadou, Asharov, Diamond, et al.]

JP Morgan publishes a daily list of inventory at a discount to clients

- Based on aggregated information on previous transactions from clients

This inventory list makes it possible to offer good rates, but can leak some information albout
trading strategy

Client

Internal Data

T TTList T ] [ * JPMC inventory
“ =  Financing rates
e Other firm / market
data

Trades
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Privacy-preserving inventory matching at J.P. Morgan

[Polychroniadou, Asharov, Diamond, et al.]

Approach: Inventory matching between clients in MPC
- Clients send encrypted trade list

- Server provides full inventory list

- Match trades against other clients in MPC

- As of 2023, running in production

Matching Engine

Client 1
 Symbol | Side | Vol. Secure
QMAL | e /66 )T,

mmm
AAPL Long
6606\/6 AAPL Short 0
R o
_Symbol | Side | Vol. P
27 P




Cryptocurrency wallets

Fireblocks, Fordefl, Safeheron, ...

Cryptocurrency wallets manage secret keys for signing user transactions

Keeping secret
(ootentially wort

Approach: split secret key across different entities and use M

Keys in a sing

N millions of ¢

e location creates a single point of security failure

ollars!)

- Secret key Is never materialized in one location

P(C 1o sign a transaction

- Often combined with secure hardware to offer an additional layer of protection
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Genomic analysis

[Jagadeesh, Wu, Birgmeier, Boneh, Bejerano]

For medical research: Want to compare patient’s genome with as many other genomes as possible

For privacy: Hide genome, as it reveals sensitive information

Approach: use MPC to find and reveal causative genetic variants while protecting remaining variants

- Helped diagnose real patients and discover previously unknown gene-disease associations

- Participants learned nothing about each other except shared disease-causing gene
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