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Multi-party computation II
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Defining MPC

Trusted third-party Spam Classifier

Trusted third-party is central 
point of attack
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(Informal) Any computation that can be performed with a trusted third party can 
be securely computed without one!

Multi-party 
computation Spam Classifier

No central point of attack!

Defining MPC
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Defining MPC

x

y

z

MPC to 
compute 
f(x, y, z)

Parties with inputs  that want to 
jointly compute the function  
- Assume encrypted, authenticated 

channels between parties 
- Generalize to any number of parties 

x, y, z
f(x, y, z)
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Defining MPC
Parties with inputs  that want to 
jointly compute the function  
- Assume encrypted, authenticated 

channels between parties 
- Generalize to any number of parties 

Defends against attacker that 
compromises a subset of the parties 
- Exact security properties depends on 

MPC protocol

x, y, z
f(x, y, z)

x

y

z

MPC to 
compute 
f(x, y, z)
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Two adversary models in MPC

Semihonest: The corrupted parties follow the protocol specification. After the 
protocol completes, they look at the transcript and try to extract info about the 
honest parties’ input. 

Malicious: The corrupted parties may arbitrarily deviate from the protocol 
specification to learn extra info about the honest parties’ inputs or trick them into 
producing the wrong output.
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Defining semihonest security
Informally: Anything the adversary learns in an execution of the MPC, it could 
also have learned if all the parties were interacting with a trusted third party

x z

Ideal world Real world

x

z

In ideal world, attacker 
learns  
- Input of corrupted 

party  
- Output of 

computation 

y

f(x, y, z)

Trusted third-
party for 
f(x, y, z)

y y
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Defining semihonest security
Ideal world

Real world

≈
x

z

Simulator
y

Ideal 
functionality 
for f(x, y, z)

x

z

y

Simulator only receives f(x, y, z)

The adversary cannot tell whether 
it is in the real or ideal world
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Outline
1. Garbled circuits 

2. MAGE 
3. Applications of MPC 
4. Student presentation 
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Yao’s garbled circuits [Yao82]

Multi-party computation for boolean circuits 
Starting point: evaluating 1 AND gate 

Next: generalize to a function f
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Starting point: Garbled AND gate [Yao82]

Want: privately compute an AND gate for both parties’ inputs  

2 parties: Garbler and Evaluator with inputs 

(α, β)

(b0, b1)

11

0 0 0

0 1 0

1 0 0

1 1 1

α β α ∧ β
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1. For each of , the garbler samples a pair of keys  (α, β) (k0
L, k1

L), (k0
R, k1

R)
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0 0 0

0 1 0

1 0 0

1 1 1

α β α ∧ β

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table

(α, β) (k0
L, k1

L), (k0
R, k1

R)

13

0 0 0

0 1 0

1 0 0

1 1 1

α β α ∧ β α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

kb0
L

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

kb0
L

kb1
R

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

6. The evaluator tries to decrypt each of . 
Only 1 will decrypt to 0/1. 

kb0
L

kb1
R

c00, c01, c10, c11

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

6. The evaluator tries to decrypt each of . 
Only 1 will decrypt to 0/1. 

7. The evaluator sends the decrypted bit back to the 
garbler.

kb0
L

kb1
R

c00, c01, c10, c11

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

6. The evaluator tries to decrypt each of . 
Only 1 will decrypt to 0/1. 

7. The evaluator sends the decrypted bit back to the 
garbler.

kb0
L

kb1
R

c00, c01, c10, c11

Why does the garbler not 
learn more than the output?

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

6. The evaluator tries to decrypt each of . 
Only 1 will decrypt to 0/1. 

7. The evaluator sends the decrypted bit back to the 
garbler.

kb0
L

kb1
R

c00, c01, c10, c11

Why does the garbler not 
learn more than the output?

Garbler only gets the 
oblivious transfer messages 
and the output from the 
evaluator

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

6. The evaluator tries to decrypt each of . 
Only 1 will decrypt to 0/1. 

7. The evaluator sends the decrypted bit back to the 
garbler.

kb0
L

kb1
R

c00, c01, c10, c11

Why does the evaluator not 
learn more than the output?

Starting point: Garbled AND gate
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1. For each of , the garbler samples a pair of keys  

2. The garbler generates ciphertexts for the truth table 

3. The garbler permutes  and sends them to the evaluator

(α, β) (k0
L, k1

L), (k0
R, k1

R)

c00, c01,, c10, c11

α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R,0))

c01 = E(k0
L, E(k1

R,0))

c10 = E(k1
L, E(k0

R,0))

c10 = E(k1
L, E(k1

R,1))

4. The garbler sends the key for its own input bit  to the 
evaluator 

5. The evaluator retrieves  (and no other info) from the 
garbler using oblivious transfer 

6. The evaluator tries to decrypt each of . 
Only 1 will decrypt to 0/1. 

7. The evaluator sends the decrypted bit back to the 
garbler.

kb0
L

kb1
R

c00, c01, c10, c11

Why does the evaluator not 
learn more than the output?

- Ciphertexts: private via 
semantic security 

- : randomly generated 
key, evaluator does not 
learn value of  

- Oblivious transfer 
messages hide retrieved 
value

kb0
L

b0

Starting point: Garbled AND gate
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Now: extend the warm-up to a general 2PC protocol for arbitrary boolean circuits 

Say that evaluator has , garbler has , want to compute x ∈ {0,1}n y ∈ {0,1}n f(x, y)

Yao’s garbled circuits
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1. For each input and internal wire of the circuit, the garbler assigns a pair of keys (k0
w, k1

w)

Yao’s garbled circuits
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1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”)

(k0
w, k1

w)

Yao’s garbled circuits

0 0 0

0 1 0

1 0 0

1 1 1

α β α ∧ β α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R, k0
𝗈𝗎𝗍))

c01 = E(k0
L, E(k1

R, k0
𝗈𝗎𝗍))

c10 = E(k1
L, E(k0

R, k0
𝗈𝗎𝗍))

c10 = E(k1
L, E(k1

R, k1
𝗈𝗎𝗍))
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1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)

Yao’s garbled circuits

0 0 0

0 1 0

1 0 0

1 1 1

α β α ∧ β α β α ∧ β

k0
L

k0
L

k1
L

k1
L

k0
R

k0
R

k1
R

k1
R

c00 = E(k0
L, E(k0

R, k0
𝗈𝗎𝗍))

c01 = E(k0
L, E(k1

R, k0
𝗈𝗎𝗍))

c10 = E(k1
L, E(k0

R, k0
𝗈𝗎𝗍))

c10 = E(k1
L, E(k1

R, k1
𝗈𝗎𝗍))
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Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 
 

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)
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Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

 

kx1
1 , …, kxn

n

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)
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Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)
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Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

7. The evaluator has the key for each of the  input wires and evaluates the circuit with these 
keys to get  

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

2n
f(x, y)

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)
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Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

7. The evaluator has the key for each of the  input wires and evaluates the circuit with these 
keys to get  

8. The evaluator sends the output  to the garbler 

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

2n
f(x, y)

f(x, y)

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)



32

Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

7. The evaluator has the key for each of the  input wires and evaluates the circuit with these 
keys to get  

8. The evaluator sends the output  to the garbler 

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

2n
f(x, y)

f(x, y)

Why is the protocol correct, 
i.e., output ?f(x, y)

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)
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1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)

Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

7. The evaluator has the key for each of the  input wires and evaluates the circuit with these 
keys to get  

8. The evaluator sends the output  to the garbler 

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

2n
f(x, y)

f(x, y)

Why is the protocol correct, i.e., 
output ? 

- At each gate, evaluator gets the 
key for the correct output of the 
gate. 

- Given the correct input keys, the 
evaluate gets correct shares of 
0/1 at the output gates 

- Oblivious transfer ensures that 
evaluator gets the right keys 

f(x, y)
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Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

7. The evaluator has the key for each of the  input wires and evaluates the circuit with these 
keys to get  

8. The evaluator sends the output  to the garbler 

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

2n
f(x, y)

f(x, y)

Why is the protocol private?

1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)
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1. For each input and internal wire of the circuit, the garbler assigns a pair of keys  

2. For each gate of the circuit, the garbler generates 4 ciphertexts that encrypt the key 
associated with the output wire for the truth table of the gate (can detect “correct” decryption”) 

3. For each gate connected to an output wire, the garbler encrypts 0/1 according to the truth 
table (as before)

(k0
w, k1

w)

Yao’s garbled circuits

4. The garbler sends the ciphertexts for each gate (randomly permuted) to the evaluator 

5. The garbler sends the keys for its input wires  

6. The evaluator fetches  using oblivious transfer 

7. The evaluator has the key for each of the  input wires and evaluates the circuit with these 
keys to get  

8. The evaluator sends the output  to the garbler 

kx1
1 , …, kxn

n

ky1
n , …, kyn

2n

2n
f(x, y)

f(x, y)

Why is the protocol private? 

- The garbler only sees oblivious 
transfer messages and the 
output 

- The evaluator only sees the 
permuted ciphertexts, oblivious 
transfer messages, and the 
output 
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Outline
1. Garbled circuits 

2. MAGE 

3. Applications of MPC 
4. Student presentation 

36
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MAGE motivation
Garbled circuit: Each bit corresponds to 4 ciphertexts 

- Blowup in space 

Homomorphic encryption: Ciphertexts require more storage than plaintext 
values 

Size of memory limits the types of computations that are practical to run

37
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MAGE key idea

Observation: memory access patterns of MPC programs are deterministic 

- Data values are not visible, and so memory accesses are data-independent 
(obliviousness) 

Key idea: Obliviousness makes it possible to compute the set of memory 
accesses in advance 

- Can prefetch data ahead of time  

38

[Kumar, Culler, Popa]
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Traditional memory management vs. MAGE

Virtual memory 

- Don’t know which memory address will be accessed next 

- Page in memory from disk as needed 

MAGE 

- Know exactly which memory address will be accessed next 

- Prefetch memory before it is needed 

- Dramatically reduces overheads of virtual memory
39
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MAGE design steps

40

Program

...
while	(...)	{
		a[i]=b[i]+c[i]
}
...

Memory Program

add	32,64,96
issue-swap-in	6,8
add	108,120,152
finish-swap-in	6

MAGE's Planner

(memory

programming)

Memory Program

add	32,64,96
issue-swap-in	6,8
add	108,120,152
finish-swap-in	6

MAGE's

Interpreter

(engine+protocol)

Output

Input

(can be reused)

Figure 1: Overview of MAGE. It consists of two phases:
planning (top) and execution (bottom)

The memory cost of SC lies in the constant factors. When
executing a secure computation protocol, the wire values
are encrypted. Thus, a key parameter is the expansion factor
of the encryption. In garbled circuits using a 128-bit block
cipher, including state-of-the-art optimizations (Point-and-
Permute [2], Free XOR [47], Half Gates [90], and Fixed-Key
Block Cipher [5, 31]), each wire value is 16 bytes. Each wire
represents only 1 bit of plaintext, so this is a 128⇥ expansion
factor. For CKKS, ciphertexts at higher levels are larger than
ciphertexts at lower levels. For the parameters we used in
our evaluation, each ciphertext is hundreds of kilobytes and
encodes a vector of dimension up to 4,096.

3.2 Scaling Collaborative Applications
SMPC supports collaborative applications over secret data,
such as federated data analytics [1] and cooperative machine
learning [59]. A common technique to reduce SMPC’s over-
head is to use SMPC in a minimal way. For example, some
approaches aim to use SMPC for only a small part of the over-
all computation [1, 43, 53, 79, 94]. Others carefully choose
algorithms that can be executed efficiently in SMPC or use
approximations that incur less overhead [58,59,68]. But even
with these approaches, the SMPC computation often has high
memory demands [66]. Thus, it remains important to effi-
ciently execute SMPC computations that do not fit in memory.

4 Overview of MAGE
SC workloads are oblivious by nature. Thus, MAGE can work
out the program’s memory access pattern in advance, and
use this information to produce a memory management plan,
called a memory program, tailored to the particular access
pattern. Importantly, obliviousness is not merely an artifact of
certain existing SC schemes; it is inherent to SC. Otherwise,
an adversary could potentially infer information about secret
data based on the memory access pattern.

To support this paradigm, MAGE’s workflow has two
phases, as shown in Fig. 1. An SC application is written in a
DSL internal to C++. MAGE’s planner unrolls the DSL code
to produce a bytecode, and then performs transformations on
the bytecode to produce a memory program. In MAGE, the
memory program is a bytecode that includes swap directives
describing when to transfer data between storage and memory.

Finally, the memory program is given to MAGE’s interpreter,
which executes it using the SC protocol.

For multi-party protocols, the parties run separate instances
of MAGE’s interpreter. In the case of garbled circuits, garbled
gates are streamed from the garbler to the evaluator, as de-
scribed in §2.4.2. Both the garbler and evaluator use MAGE to
follow a memory program and run with constrained memory.

Our approach of including swap directives in the memory
program relies on the planner knowing how much memory
will be available at runtime. An alternative approach is for
memory programs to be agnostic to the amount of available
memory. This would add runtime overhead, as MAGE’s inter-
preter would need to decide which pages to evict. In contrast,
our approach moves this overhead to the planning phase, keep-
ing the execution phase as lightweight as possible.

4.1 Address Translation in MAGE
The application programmer should not have to manage pag-
ing, so it is natural to write DSL programs in a virtual address
space that is, in effect, infinitely large. Central to designing
MAGE is deciding at which point in Fig. 1 to translate this
address space into a physical address space that fits in RAM.

One possibility (which MAGE does not use) is to perform
address translation at runtime, using standard operating sys-
tem mechanisms for prefetching and address translation. At
runtime, swap directives in the memory program would ask
the operating system to page parts of the virtual address space
out to storage or in to RAM. Unfortunately, the existing way
for a Linux process to do this—the madvise system call—is
too limited. As of Linux 5.10, pages brought into RAM using
the MADV_WILLNEED hint are not mapped in the page table,
so a minor page fault is incurred on the first subsequent ac-
cess. Similarly, the MADV_PAGEOUT hint merely marks pages
as inactive; it does not swap out pages immediately.

In contrast, MAGE does not rely on OS address transla-
tion for demand paging. MAGE’s engine moves data between
memory and storage via explicit I/O operations, so that its
resident set size never exceeds the available RAM. At the
surface, this is similar to buffer management in a DBMS. But
unlike a DBMS, MAGE’s planner can be viewed as solving
an address translation problem in advance. The DSL variables
declared by the programmer exist in a MAGE-virtual address
space, and the final memory program output by the planner
references data (i.e., wire values) in a MAGE-physical address
space that fits within RAM. MAGE’s planner creates these ad-
dress spaces and performs their translation in software during
the planning phase. It includes swap directives in the memory
program so that the interpreter does not run out of RAM.

To avoid confusion, we will refer to the addresses created by
the OS and sent over the memory bus as OS-virtual addresses
and OS-physical addresses. At runtime, MAGE’s interpreter
stores the program’s memory in an array, and each MAGE-
physical address in the memory program is treated as an
index into this array. Thus, MAGE-physical addresses roughly
correspond to the OS-virtual addresses of MAGE’s interpreter.
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Program
...
while (...) {
  a[i]=b[i]+c[i]
}
...

Virtual Bytecode
...
add 160,192,224
add 256,288,320
...

Memory Program
add 32,64,96
issue-swap-in 6,8
add 108,120,152
finish-swap-in 6

Placement

Execute DSL

Annotations
...
Page 1 next used
at Instr. 12
...

Replacement
Belady's
Algorithm

Physical Bytecode
...
add 32,64,96
add 108,120,152
swap-in 6,8
...

Scheduling
Add

Prefetching

Reverse
Pass

Figure 4: MAGE’s planner’s workflow, with its three stages

1. Placement. This stage accepts a DSL program and orga-
nizes wires into MAGE-virtual pages. It outputs instruc-
tions referencing wires by MAGE-virtual address.

2. Replacement. This stage adds instructions to swap pages
to/from storage, deciding which pages to evict. It outputs
instructions referencing wires by MAGE-physical address.

3. Scheduling. This stage moves swap instructions within
the instruction stream and relocates wires to mask the
latency of moving data between memory and storage.
For a parallel/distributed program, MAGE’s planner is

invoked separately for each worker, with separate MAGE-
virtual and MAGE-physical address spaces. Network direc-
tives in the program transfer data among those address spaces.

MAGE’s planner does not benefit from MAGE’s memory
programming techniques, so it is important that planning does
not consume an unreasonable amount of memory. We keep the
planner’s memory usage lightweight by (1) writing/reading
the intermediate bytecodes to/from files instead of keeping it
all in memory, (2) designing the DSLs to be lightweight, and
(3) keeping track of pages instead of individual bytes.

6.2 MAGE’s First Stage: Placement
MAGE’s placement module is, in effect, a page-aware mem-
ory allocator for the DSL. It unrolls the DSL, allocating space
for each variable and intermediate value in the MAGE-virtual
address space. It outputs a bytecode for the program in which
each variable is referenced by its MAGE-virtual address.
6.2.1 Unrolling the DSL Code
MAGE’s DSLs are internal to C++. This means that the DSL
is a set of convenient C++ APIs to specify the program’s
behavior, often involving operator overloading. The program
is specified as a C++ function that uses these APIs.

Fig. 5 shows a program that solves Yao’s Millionaire’s prob-
lem [87]. Integer<width> describes an Integer datum with
the specified width in bits. Bit is an alias for Integer<1>.

MAGE’s planner does not parse the DSL program’s source
code or manipulate its AST. Instead, it simply calls the C++
function containing the DSL program. As the DSL code exe-
cutes, it produces a bytecode describing the computation. For
example, the overloaded + operator for Integer emits an Add

instruction in the output bytecode; it does not actually add
integers using secure computation. Each output instruction
references its operands by MAGE-virtual address. Thus, the
DSL (e.g., the Integer class) calls MAGE’s placement mod-

void millionaire(const ProgramOptions& args) {

Integer<32> alice_wealth, bob_wealth;

alice_wealth.mark_input(Party::Garbler);

bob_wealth.mark_input(Party::Evaluator);

Bit result = alice_wealth >= bob_wealth;

result.mark_output();

}

Figure 5: Example code in an Integer-based DSL internal to
C++ to solve Yao’s Millionaire’s problem

ule to allocate memory in the MAGE-virtual address space
for intermediate results, including those stored in variables.

For example, see Fig. 5. On the mark_input and >= oper-
ations, an allocation request is made to MAGE’s placement
module to obtain a MAGE-virtual address, and an instruction
is emitted to perform that operation (obtain input or integer
comparison) and store the result at that MAGE-virtual address.
Once an Integer’s destructor is called, or if an Integer is
reassigned to a new MAGE-virtual address, a deallocation
request is made to MAGE’s placement module for the MAGE-
virtual address previously held by that Integer.

For a parallel/distributed program, the worker ID and total
number of workers are provided via the ProgramOptions

structure. The C++ code can branch on these variables, to
have each worker operate differently and exchange data ap-
propriately to perform the parallel/distributed computation.

Each Integer object contains only the MAGE-virtual
address of its contents; other attributes, such as width, are
template arguments and do not consume memory. Thus,
Integers and other DSL-provided data types are typically
smaller than the encrypted data items they represent. For
example, a 32-bit integer encrypted for the garbled circuit pro-
tocol is 1 KiB in size, whereas an Integer<32> object used
during planning is just 8 B (a single MAGE-virtual pointer).
This helps keep the memory cost of the planning phase small.
6.2.2 Memory Allocation Strategy
When MAGE’s placement module allocates memory for a
variable, it ensures that the variable is contained in a single
MAGE-virtual page; a variable must never straddle two pages.
The reason is that two adjacent MAGE-virtual pages may not
be adjacent in the OS-virtual address space at runtime.

A key issue in designing the placement module’s memory
allocator is internal fragmentation [25, 67]. Some fragmen-
tation, which we call classic fragmentation, arises from the
inability to pack variables onto pages (e.g., part of a page’s
space cannot store any variable). Another type of fragmenta-
tion, which we call effective fragmentation, arises from the
page’s lifetime exceeding some of the variables it stores; if
even one wire on a page is alive, the entire page remains alive.

To reduce classic fragmentation, MAGE’s placement stage
uses techniques from slab allocators [8]. Each page contains
only variables of a particular size. When a variable goes out
of scope in the DSL, its “slot” in its page is marked as free.
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Figure 8: Performance of Unbounded, OS Swapping, and MAGE, normalized by the time for Unbounded; absolute times, in
seconds, are printed at the upper left corner of each bar

Figure 9: Repeat of Fig. 8, with larger problem sizes and a 16 GiB memory limit (note the larger y-axis scale)

Problem Time (8) Mem. (8) Time (9) Mem. (9)
merge 38.0 42.6 291.6 299.4
sort 367.3 42.7 N/A N/A
ljoin 6.7 121.0 23.6 411.4

mvmul 56.0 527.5 298.2 3268
binfclayer 77.2 19.1 1041 165.7

rsum 0.04 9.6 0.29 30.2
rstats 0.04 10.9 0.34 48.5

rmvmul 0.09 16.4 0.24 36.9
n_rmatmul 2.2 246.1 18.6 1927
t_rmatmul 2.3 246.5 12.9 1246

Table 1: Planning times (s) and peak memory use of the plan-
ner (MiB) for workloads in Fig. 8 and Fig. 9

the final memory program due to the need to materialize inter-
mediate bytecodes of similar size, but this could be optimized
by pipelining stages of MAGE’s planner where it is possible
to do so (e.g., replacement and scheduling in Fig. 4).

8.6 Impact of Parallelism
We now explore how the relative performance of Unbounded,
OS, and MAGE are affected by parallelizing the computation.
We did experiments parallelizing the computation across four
workers (per party, for garbled circuits). We place each worker
on a separate VM instance, each with a separate SSD.

We ran each experiment three times, using the same cluster
of machines for all trials, and report the median in Fig. 10.
Most experiments follow a similar pattern as Fig. 8, indicat-
ing that MAGE’s performance gains persist when we paral-
lelize the computation. For two experiments, merge and sort,
MAGE’s improvement over OS Swapping visibly increases.
Whereas the other workloads are parallelized by splitting
the input among the workers in a communication phase at
the beginning and then computing independently thereafter,
merge and sort have a communication phase in the middle
of the computation (several such phases in the case of sort).

That OS Swapping performs worse for these workloads, but
MAGE does not, suggests that the OS virtual memory system
might be introducing jitter, which interacts poorly with the
communication phase and induces stragglers.

8.7 SMPC in Wide-Area Networks
SC does not always require significant data transfer over the
wide area. In HE, computation is done by a single logical party.
Even in SMPC, there may be ways for multiple parties to co-
locate for an SMPC computation while remaining physically
and logically distinct. But in some cases, it is desirable to run
SMPC over a wide-area network. We explore this below.

We measure performance of garbled circuits with the two
parties hosted on different cloud providers. The garbler was
always on Azure in the US West 2 region (Oregon). The eval-
uator was on Google Cloud (n2-highcpu-2 [30]). We com-
pare two setups: one where the evaluator was in us-west1

(Oregon) and one where it was in us-central1 (Iowa).
Initially, higher latencies and limited single-flow bandwidth

limited performance. For example, the round-trip time in the
Oregon setup was ⇡11 ms, which made OTs a bottleneck.

First, we tuned the local TCP stack, increasing the maxi-
mum window size to 32 MiB. Then, we increased the number
of OT rounds performed concurrently, pipelining multiple OT
rounds over a single connection, which significantly improved
performance (Fig. 11a). Additionally, we explore paralleliz-
ing the computation, assigning multiple workers to the same
machine, so that multiple TCP flows are used. The results
are in Fig. 11b. The dashed line at the bottom is the time
to run the experiment with both the garbler and evaluator on
Azure (taken from Fig. 8). For the Oregon setup, we can come
close to the Local performance using two flows. The Iowa
setup is more challenging because less bandwidth is available
per flow. Using multiple parallel flows helps, but the perfor-
mance improvement in the Iowa setup is limited by variation
in wide-area flow performance, which induces stragglers.
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Privacy-preserving inventory matching at J.P. Morgan
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[Polychroniadou, Asharov, Diamond, et al.]

JP Morgan publishes a daily list of inventory at a discount to clients 

- Based on aggregated information on previous transactions from clients 
This inventory list makes it possible to offer good rates, but can leak some information about 
trading strategy

Starting point: Inventory Matching without Privacy

o JPMC Prime Brokerage desk publishes daily 
a list of inventory at a discount to clients

o  Inventory includes a list of symbols, sides, 
volumes, rates for trades

o JPMC processes incoming trades chosen 
from the list by clients

Client

Trades

Inventory 
List

Internal Data

• JPMC inventory

• Financing rates

• Other firm / market 
data

Toy Inventory List Example:

AlgoCRYPT CoE
—————————

AI Research 

Inventory Matching Process:
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Privacy-preserving inventory matching at J.P. Morgan

45

[Polychroniadou, Asharov, Diamond, et al.]
Benefits: 

• More tailored trades matching exact needs of 
clients with the ability to internalize across 
multiple clients; significantly increased 
inventory availability 

• JPM is not exposed to client’s trade list unless 
there is a match; privacy is preserved:
■ No risk of information leakage to JPMC.
■ No risk of information leakage to other 

clients.
■ Unmatched positions are not revealed.

Proposed Service (via Secure Multi-Party 
Computation)

o Client sends over their encrypted trade list 

o Secure engine provides list of matching trades 
against its full inventory list 

o Support provided to match trades against other 
clients

Secure 
Matching Engine

Client 2

Proposed MatchesTrade List

ENCRYPTED

Client 1

Proposed Matches

Trade ListENCRYPTED

AlgoCRYPT CoE
—————————

AI Research 

Prime Match: Privacy-Preserving Inventory Matching with MPC 

Toy Example:

0

400

Approach: Inventory matching between clients in MPC 

- Clients send encrypted trade list 

- Server provides full inventory list 

- Match trades against other clients in MPC 

- As of 2023, running in production
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Cryptocurrency wallets

46

Fireblocks, Fordefi, Safeheron, …

Cryptocurrency wallets manage secret keys for signing user transactions 
Keeping secret keys in a single location creates a single point of security failure 
(potentially worth millions of dollars!) 
Approach: split secret key across different entities and use MPC to sign a transaction 

- Secret key is never materialized in one location 

- Often combined with secure hardware to offer an additional layer of protection
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Genomic analysis
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[Jagadeesh, Wu, Birgmeier, Boneh, Bejerano]

For medical research: Want to compare patient’s genome with as many other genomes as possible 
For privacy: Hide genome, as it reveals sensitive information 

Approach: use MPC to find and reveal causative genetic variants while protecting remaining variants 

- Helped diagnose real patients and discover previously unknown gene-disease associations 

- Participants learned nothing about each other except shared disease-causing gene 
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